At National ©nline Salely, we balieve in ompowering parents, carers and trusted aduits with the information to hold an informed conversaticn obout online safety with their children, should thay feel
itis noeded. This guide focuses on oo of many dovices which we baliave trusted adults should bo owars of. Plodse visit notionolcollege.com for furthar guides, hints ond tips for aduits.
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UNCONVINCING
SECURITY

As Internet of Things (10T) devices,
smart TVs can be unlﬁutly
vulnerable to attack. Experts warn
that internet-enabled TVs tend not
to support high-level security
software, so you wan't always be

Fromm Metflix to Disney+ to Ca_%
Prime Video, there is a plethora

of streaming services dvailable,

While these services offer content ’
catering for younger viewers, they

also provide material for more
mature oudiences. If you don't have
porental cantrels set up on your
accounts, your child could find
themselves being exposed to shows
and movies with odult themes,
strang language and vielence,

INCREASED SCREEN HMEL

The array of content availoble , .
throu hka;'murt l;!l‘acnuld leadto ¢
your E ing excessive |/
amounts o‘fF:iE:a in tofthe '
screen. Not only can prolonged
screen time distract from important
activities such as school or
exercise, but experts hove also
warned that endless hours in front of
ghalﬁ_x m;bl:qd to health problems
includin Bity, rs n
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able to down strong antivirus
programmes ke you would an o
Ehnm or computer. Being torgeted
y hackers could be deeply
upsﬂunﬂmr your child, s well as
putting their personal data at risk,
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Some smort TVs already collect data
gclﬂgusars‘ wi hubhsi:nd Lhm

ta advert ased
on m'f pmrg:{nul in‘Fnrmutlrr;?'l = while |
there have olso been reports of A
internet-enabled Tvs (and the opps
Inzstalled on them) being used to
made on owners. [n models
with a bullt=in micro hmargﬂr
volce activation), third parties
could potenticlly Hsten in on
someans’s home lfe.

REMOTE-CONTROL
RETAIL

Like many cnline devices, smort
TVs facilitate digital purchases:
buying a new app or the latest
season of a favourite show, for
@ exampile. If your child has access to o
bank card and lsn't restricted by

spending controls on the system,
they could run up a slmub};gllalll
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Many smart TVs can be used for
wiing, social media and live
streaming — all of which could allow
unknown users to contact your child
{or vice versal). If your child engages
with these tunctions of the TV, a
stranger could entially discover
their contact information and
potentially then use it to obtain even
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- especially if they're not more sensitive personal details,
:;}m@a:\:& fully appreciate the value such usruurho?‘l?nuddmss.
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Much like with smartphones and tablets, opps can be
downloaded onto smart TVs: from free content plotforms such as
BEC iPlayer to poid-for services like Prime Video, Most of these apps allow

Family TV time is a graat wumtu model the responsible enjoyment of
hﬂchnnlug\f = showing your child how to use the smart TV safely for
when they're old enough to watch it independently. You could also

take this opportunity to establish some healthy TV boundaries, ou to create o seporate account for your child which has different settings

such as time limits on their daily viewing or how to make sure i o your own - suggesting more child-friendly material and reducing the
they're only watching content that's appropriate for their age. wf T i possibility of them viewing explicit content.
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It's likely that your smart TV has built-in parental controls, which If you're concerned about the enline safety hazards that o
not only let you filter out age-inappropriate shows, movies and smart TV might pose todvuur child, you could consider where in
games but can also restrict in —upg |I>ur: hasing, so your child can’t = your home you put the device. The safest option would be to place the
accidentally spend money through the device. When you've enabled smart TV in a shared family space - so that an aduit is usuall r nearby and -
these safeguards, have an open conversation with ;,rour child about abile to supervise while your child’s watching it - rather than in the relative
the reasens, helping them to understand the patential risks. privacy ol a bedroom.
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